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Abstract of the contribution: This contribution proposes to split solution #7 for authorization and accountability by moving the informative general part into an annex.
1 Justification 

The justification clause in solution #7 for authorization and accountability mainly contains general information on security mechanisms from other SDO’s. Therefore, it is proposed to gather all this information in an informative annex giving an overview of such existing mechanisms.
The EN related to the certificate revocation process raises an issue in mechanisms from other SDO’s that are not in scope of 3GPP. Since this part of the description, in the scope of the EN, is also moved to the Annex, it becomes meaningless to keep the EN. Therefore, it is proposed to remove it.
2 Proposal

It is proposed that SA3 approves the changes below for inclusion in TR 33.885.
3 pCR 

***
BEGIN CHANGES
***

6.7.2
Justification of the solution









The solution assumes that security mechanisms from other SDO’s such as the ones described in Annex B and Annex X are used at the application layer. In these mechanisms V-UE’s are required to run an authorization procedure with a Trusted Traffic Authority (TTA) in order to take the long term application credentials into use. Since these credentials are private, the TTA must be independent from the MNO and therefore neither collocated with a V2X Control Function nor with a V2X Application Server.

It is reasonable to assume that the above-mentioned authorization from the TTA needs to be renewed on a regular basis. In fact, there might be several reasons for which a V-UE could become unauthorized, for example if the vehicle did not pass certain safety tests during the last check, or if the vehicle is no longer insured, etc.

In the V2XLTE system, the authorization procedure for the V2X communication, as specified in the 3GPP TR 23.785[3], is illustrated in Figure 6.2.2-2. It is based on the service authorization for proximity services specified in the 3GPP TS 23.303[9] under clause 5.2. The procedure relies solely on subscription information and is fully under the control of the V2X Control Function. 
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Figure 6.7.2-2: Authorization procedure

The authorization status of a V-UE in the MNO domain is not related to the one in the TTA domain. To preserve privacy of the V-UE, the long-term certificates or identifiers used for authorization towards the TTA are not shared with the MNO. If the MNO would know the status of the V-UE authorization in the TTA domain, this could bring also advantages, which would be as follows. It protects the MNO’s network from misuse by V-UEs, which are not authorized by the TTA. This, in turn, helps the MNO network save resources by not allocating them to V-UEs, unauthorized in the TTA domain, in the first place.

***
NEXT CHANGE
***

Annex X (Informative): Overview of existing privacy solution for V2X
The consensus in other SDOs (ETSI [6] and IEEE [18]) is that the security solution for V2X communication would be based on public key cryptography. The work is still ongoing to finalize the details of the PKI architecture in several countries and regions where not only OEMs but also traffic authorities are involved. For example, in the US, already in 2014 the Department of Transportation (DOT) issued a report [19] on V2V communication where a Security Credential Management System (SCMS) serving the purpose is described.
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Figure 6.7.2-1: Certificate Authorities

A high level overview of the architecture of SCMS is shown in Figure 6.7.2-1. In general, there are different types of Certificate Authorities (CA); namely Root CAs (RCA), Long Term CAs (LTCA) and Pseudonym CAs (PCA) (see Figure 6.7.2-1). An RCA could be for example a national transport administration such as trafikverket in Sweden. A V-UE is provisioned with a long-term certificate by an LTCA. An LTCA could be, for example, a car manufacturer. In order to preserve the privacy of a V-UE, a PCA regularly provisions the V-UE with fresh short-term pseudonym certificates. A PCA could be, for example, a local traffic authority, a third party operating and maintaining the infrastructure, etc. The short-term pseudonym certificates are used to protect the V2X broadcast messages, thus protecting the system from misuse by unauthorized or malfunctioning V-UEs and at the same time protecting the privacy of end users (drivers).

With a long-term certificate, a V-UE has the means to establish a secure channel with any relevant CA. For getting short-term pseudonym certificates, a V-UE sends a request, signed with the long-term private key, to the relevant PCA without disclosing the long-term identifier. The long-term identifier of the V-UE is encrypted with the public key of the corresponding LTCA. The PCA receiving the request asks the relevant LTCA for the signature of the V-UE. This guarantees that a V-UE can neither be tracked by the LTCA alone, nor can it be identified by the PCA alone. More detailed descriptions can be found in [6] and [18].

In order for the V-UE long term credentials (certificate) to be taken into use in the first place, there will be a central trusted entity possibly per country, or region in a country, or multiple countries, etc. handling the enrolment and authorization for the V2X communication (ETSI TS 102731). Such an entity is hereinafter referred to as Trusted Traffic Authority (TTA). V-UEs are required to run an authorization or enrolment procedure with this entity for V2X communication using the long term certificates. 
***
END OF CHANGES
***
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